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Fairness: can one stall the protocol after having gained an “advantage”?
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D Blockchain(s): trusted public ledger(s) publishing transactions regularly

m Time lock: lower bound on the publication time of a transaction
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Specitying real-time protocols
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// case 1: B also locked 1ts coin within time Delta: continue
@ : t < t_start + Delta : inLedger(BLock)
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let gx = st(x) in
let in_ptx_APay = { nSequence = 0 ; id = id_AlLock ; index = 0 } in
let out_ptx APay = { CLTV =0 ; CSV = 0 ; pub = pkB' } in
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y in
new r3;
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instr: P = instr: tic: P

in(x) : Get(x) : @t’' : when t’' < t:tic: Ans(u) : out(u): tic: P

Instruction 1 Instruction 2



Planned features (again)
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G. Barthe, U. Dal Lago, G. Malavolta, I. Rakotonirina, 2022.
Tidy: symbolic verification of timed cryptographic protocols

N

Examples:

G(V tx. Publish(tx) = F doubleSpend(tx) = 1)

“at any point “at some point

in the future” in the future”

axiomatisation of a

blockchain with time locks 7 X FimeLockioy Publish(tx) = L

“at some point in at most

timelLock(tx) units of time”



Veritying real-time protocols?

(work in progress)
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Typical unsound attacks

Claim

Submit (Claima); Submit(Refundy); Publish (Claimp); Publish (Refunda)

A’s Refund timelock

Submit (Claimpa); Publish(Claima); Submit(Refund,a); Publish (Refunda)

B’s fast reactiveness




Conclusion

A calculus supporting real time and atomicity

Formalisation of a Blockchain with time locks

In progress: extending/adapt Sapic to fit the workflow



