Hyperproperties in Security Protocols

Summary of a coffee-break discussion

ltsaka Rakotonirina
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Property

For all traces T, the final state S of T is “fine”
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Property

For all traces T4, there exists a trace T, “Tq1 ~ T>"
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Property

For all traces T4, there exists a trace T>»
(without callback), “Sq1 = S5"

N

equivalence relation
on final states




. Front-Running Resistance

TS I




. Front-Running Resistance

TE S I

Property

For all traces T4, for all traces T» that is
a permutation of Tq, "Sa2 = §1”

N

equivalence relation
on final states
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Property

For all traces T4, for all traces T, involving a
subset of T1's participants, “"S2 < 841"

AN

A
ordering on states

(advantage)




