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Context: what does Tamarin do?



Tamarin-prover: a high-level (short) introduction

• Protocol verification in the symbolic model

• Protocol and adversaries are described using a language based on multiset

rewriting rules

• Rules define a labeled transition system

• By default, the adversary is a Dolev-Yao adversary

• Security properties are modeled using first order logic
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Tamarin in a nutshell [BCDS22]

Input file
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Modeling a protocol

x ,∼ x simple,∼ key

Initiator

∼ key

Receiver

senc(x ,∼ key)

senc(∼ x simple,∼ key)

let < x complicated , x simple >=< x ,∼ x simple >
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Modeling a protocol

r u l e g en e r a t e c omp l i c a t e d :

[ I n ( x ) , Fr (˜ key ) ]

−−[ Compl i cated ( x ) ]−>

[ Out ( senc ( x , ˜ key ) ) , Rece i v e rKeyComp l i ca t ed (˜ key ) ]
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Modeling a security property

The property to prove

lemma un i quene s s :

” A l l #i #j x . Unique ( x )@#i & Unique ( x )@#j ==> #i= #j ”

The construction of the proof tree: first steps

Tamarin will be looking for an execution trace that contradicts the lemma:

• simplify: where do both Unique action facts come from?

• s o l v e ( (# i < #j ) | | (# j < #i ) )
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Constructing a proof tree:

First case: (#i < #j) using heuristic ”smart” (by default)
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Where it goes wrong
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A first solution: the tactics



A first step towards user defined heuristics: the “oracles”

Basis of the heuristics: ranking the goals based on a predefined characteristic.

Principle of an oracle

• Parsing of the pending goal(s) by an external script (python)

• Ranking on criteria chosen by the user

• Ordered list of goals taken as input for the following Tamarin round
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A snippet of an oracle

f o r l i n e i n l i n e s :

i f lemma == ” un i quene s s ” :

i f ” : Rece i v e rKeyS imp l e ” i n l i n e :

l 1 . append (num)

e l i f ” senc ( x s imp l e ” i n l i n e

or ” senc (˜ x s imp l e ” i n l i n e :

l 2 . append (num)

e l i f ”KU( ˜ key ” i n l i n e :

l 3 . append (num)

e l s e :

l 4 . append (num)
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How it applies

Heuristic choice
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How it applies

Oracle choice
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Drawbacks of the oracle

• Parsing of the pending goal by an external script (python)

• Use of an external script creates dependence on the version of python

• Unnecessary input/output and parsing

• Ranking on criteria chosen by the user

• Requires the user to know how to code the script

• Output of the information is only text

• Ordered list of goals taken as input for the following Tamarin round
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Finding a more user friendly method: tactics

Properties of the tactic language

• Native to Tamarin (no more version compatibility issues, no IO)

• Less parsing involved, tactic written in the same file as the theory

• Access to more information (all the fields of a goal, proof context and system)

• Implementation allows to “easily” add new functionalities

(if you are not afraid to

go into Tamarin source code)

Integration:

All oracles present in the example folder of Tamarin have been written as tactics
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A full tactic

Tactic Oracle

t a c t i c : un i qu ene s s

p r i o :

isFactName ” Rece i v e rKeyS imp l e ”

p r i o :

r eg ex ” senc \ ( x s imp l e ”

| r e g ex ” senc \ ( ˜ x s imp l e ”

p r i o :

r eg ex ”KU\ ( ˜ key ”

#!/ u s r / b i n / env python

from f u t u r e impor t p r i n t f u n c t i o n

impor t s y s

l i n e s = s y s . s t d i n . r e a d l i n e s ( )

p r i n t ( l i n e s )

l1 , l2 , l3 , l 4 = [ ] , [ ] , [ ] , [ ]

lemma = sy s . a rgv [ 1 ]

f o r l i n e i n l i n e s :

i f lemma == ” un i quene s s ” :

i f ” : Rece i v e rKeyS imp l e ” i n l i n e :

l 1 . append (num)

e l i f ” senc ( x s imp l e ” i n l i n e or ” senc (˜ x s imp l e ” i n l i n e :

l 2 . append (num)

e l i f ”KU( ˜ key ” i n l i n e :

l 3 . append (num)

e l s e :

l 4 . append (num)

e l s e :

e x i t ( 0 )

ranked = l 1 + l 2 + l 3 + l 4

f o r i i n ranked :

p r i n t ( i )
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A full tactic

Smaller tactic Oracle

t a c t i c : u

d e p r i o :

isFactName ” Rece i v e rKeyComp l i ca t ed ”
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lemma = sy s . a rgv [ 1 ]

f o r l i n e i n l i n e s :

i f lemma == ” un i quene s s ” :

i f ” : Rece i v e rKeyS imp l e ” i n l i n e :

l 1 . append (num)

e l i f ” senc ( x s imp l e ” i n l i n e or ” senc (˜ x s imp l e ” i n l i n e :

l 2 . append (num)

e l i f ”KU( ˜ key ” i n l i n e :

l 3 . append (num)

e l s e :

l 4 . append (num)

e l s e :

e x i t (0 )

ranked = l 1 + l 2 + l 3 + l 4

f o r i i n ranked :

p r i n t ( i )

16/ 25



A second solution: detecting loops



Adding reinforcement learning to Tamarin: the SmartVerif framework

SmartVerif [XSH+20]

• Uses reinforcement learning to find a good path in the proof tree (parameters:

detection of a loop or end of the proof)

• Calls Tamarin at each depth to compute the next possible nodes

• Makes guesses based on limited output given by Tamarin (same information

available as for the oracles)

• Slow on simple examples due to the learning phase and the back and forth with

Tamarin

Can we do better with simpler techniques by using Tamarin?
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Can we improve automation of the proof process?

Detecting a loop [Work in progress]

!KU( senc ( x s imp le , k e y s imp l e ) ) @ #vk . 1

!KU( senc ( x s imp le , k e y s imp l e . 1 ) ) @ #vk . 3
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Escaping the loop [Work in progress]

E

B.1 G H

F

B C D

A
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Backtracking [Work in progress]

Next step: to have shorter proofs, let’s add backtracking.

C

A

B D

FE

B.1 G

H I
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Avoid list [Work in progress]

Next step: to have shorter proofs, let’s add an avoid list.

C

A

B D

FE

B.1 G

H I

B.2 J
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Results and (mostly) future work

Results:

• We have a benchmark of Tamarin files that have been used to benchmark

SmartVerif or that requires tactics/oracles to finish

• First tests show that our implementation is working as expected

• If we finish, we are way faster than Smartverif

Work in progress

• Explore the design space and compare with already existing solution

• Possibly rework loop detection to increase its range of detection while making it

more precise

• Increase the number of cases where we finish

Future work: Integrating reinforcement learning algorithm if necessary
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Question?

Thank you for your attention !

Questions?
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The Noise fork [GHS+20]

Noise is a framework for building crypto protocols. In order to prove some of them, it

uses oracles that requires:

• The open goals (as in classical oracles)

• The constraint system

• The proof context

Problems:

• The system and proof context were not provided to the oracle in classical version

of tamarin

• Adding it broke compatibility with all other oracles since they are not meant to

parse these inputs
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